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Abstract— The advent of the Internet of Medical Things (Io0MT) has revolutionized healthcare delivery but has also
introduced unprecedented cybersecurity challenges. This paper presents a comprehensive review of the literature
surrounding cybersecurity implications for loMT deployments, drawing insights from classic and current studies.

In this review we will delve into the diverse landscape of cybersecurity threats facing loMT ecosystems, types of cyber-
attacks targeting loMT devices, exploring the multifaceted impact of cybersecurity incidents on stakeholders within the
healthcare ecosystem, explain the consequences for patients, healthcare providers, regulatory bodies, and healthcare
organizations.

The paper also evaluates existing risk assessment methodologies and mitigation strategies tailored for loMT
environments, emphasizing the importance of Risk-based Prioritizing Framework (RBPF). This review has also
identified several avenues for future research, including the integration of artificial intelligence for threat detection, the
development of secure communication protocols, and the exploration of decentralized data management approaches. By
synthesizing insights from the literature, this paper contributes to the advancement of cybersecurity practices in
healthcare and underscores the importance of interdisciplinary collaboration in addressing 10MT security challenges
effectively.

Index Terms— Cybersecurity, Risk-based prioritization Healthcare, Internet of Medical Things (IloMT), Medical
Device Security, Risk Assessment, Threat Mitigation

INTRODUCTION

The Internet of Things (IoT) is revolutionizing various industries and healthcare is no exception.
The underlying foundation for IoMT came from the explosion of the 10T in general. IoMT
specifically refers to the application of 10T technology in the healthcare industry (Mehtab Alam
2022). By connecting medical devices, sensors and wearables to a network, the I0MT creates
powerful ecosystem for remote patient monitoring (Ala Al-Fugaha 2015), medication adherence
monitoring to track patients’ medication usage patterns (Valérie Santschi, et al. 2014), staff and
assets tracking, wearable health devices (Shyamal Patel 2012), Telemedicine and telehealth (Rashid
Bashshur 2020), Smart healthcare facilities (Islam, et al. 2015) and more proactive approach to
healthcare. Both 10T and IoMT involve the use of interconnected devices that collect, transmit and
exchange data over the internet or other networks. They rely on data analytics to derive insights
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from the vast amount of data generated by connected devices and allow real-time tracking of assets,
better decision-making (Angela-Tafadzwa Shumba 2022), diagnostics and intervention when
necessary

Cybersecurity threats facing loMT systems.

While the 1oMT offers a promising future for healthcare, its increased interconnected nature and
reliance on network connectivity, they become potential targets for cyber-attacks (Clemens Scott
Kruse 2017). As all digital technology promising betterment, intentionally or unintentionally carries
a risk. Security is important for medical devices, health information communications for healthcare
and e-healthcare services. Any weakness or information leakage due to cyberattacks for the loMT
devices due to poor methods of authentication and access control, the system, and the setting
entirely and seriously harm by incoming and outgoing data (Jean-Paul A. Yaacoub 2020). Literature
provides insights into the diverse range of cyberthreats faced by IoMT systems in healthcare
(Mudassar Mushtaq 2022) (Argaw 2020).

This review paper aims to delve into the landscape of cybersecurity threats and mitigations in loMT
environments, with a specific focus on risk-based prioritization strategies. By synthesizing existing
research and methodologies, this paper seeks to provide insights into effective approaches for
securing loMT deployments and mitigating associated risks, thereby contributing to the
advancement of cybersecurity practices in healthcare.

Research objectives.
Synthesize the current state of knowledge regarding cybersecurity threats and vulnerabilities
inherent in 1oMT ecosystems, including but not limited to device tampering, data breaches, and
unauthorized access.

Explore the multifaceted impact of cybersecurity incidents on various stakeholders within the
healthcare ecosystem, encompassing patients, healthcare providers, medical device manufacturers,
regulatory bodies, and healthcare organizations.

Evaluate the effectiveness of existing risk assessment methodologies and security frameworks
tailored for loMT environments in identifying, assessing, and mitigating cybersecurity risks.

Examine the role of regulatory policies, standards, and compliance requirements in shaping
cybersecurity practices and governance frameworks for loMT deployments.

Discuss the implications of cybersecurity challenges and mitigation strategies on patient care, data
privacy, and the overall integrity of healthcare delivery in the era of interconnected medical devices.

Identify gaps and areas for future research, including the development of novel security solutions,
integration of cybersecurity into medical device lifecycle management, and the establishment of
collaborative initiatives to address loMT security challenges holistically.
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Methodology

As this review aims to analyze the relationship between the cybersecurity threats, mitigation and
Risk-based prioritization and propose strategies for managing cyber risks in the context of loMT
security in healthcare, the primary method of data collection involved electronic database searches,
focusing on reputable digital libraries such as IEEE, PubMed, Science direct, Sage publishers, and
scholarly search engines such as google scholar allowing for the inclusion of relevant and recent
research literatures.

Literature review

Cybersecurity threats on the loMT have emerged as a critical concern within the healthcare sector,
prompting extensive research into security requirements and solutions. And it is a significant
concern in the healthcare sector due to several key factors. For example, loMT devices often collect
and transmit highly sensitive patient data including medical history, vital signs and treatment
information (Groppe 2020) cyberattacks could expose this data, leading to identity theft, insurance
fraud or even patient harm, disruption in critical care potential for life-threatening consequences of
inadequate IoMT (Prec 2022), the surface is expanded for malicious actors. Each device can be an
entry point for unauthorized access, data breaches or disruption of critical healthcare services, and
many IoMT devices prioritize functionality and affordability over robust security features (Pintu
Kumar Sadhu 2022). Some common cybersecurity threats supported by literature can review as
follows: Malware attacks including viruses, worms and ransomware exploiting vulnerabilities in
medical devices compromising patient safety and data security. Threats such as ransomware attacks
targeting healthcare organizations and supply chain vulnerabilities in medical devices pose
significant challenges to the security and resilience of loMT deployments. Data breaches occur
when unauthorized parties gain access to sensitive patient information stored on IoMT devices or
transmitted across networks. Insider threats that involve malicious actions by individuals within
healthcare organizations, for example its employees, contractors, or business associates
intentionally misuse their privileges to access or manipulate sensitive data. Denial-of -Service
(DoS) attacks disrupt the availability of Io0MT services by overwhelming networks, services or
devices with a flood of malicious traffic hindering the care delivery and compromise reliability of
critical medical systems. Io0MT devices often rely on complex supply chains involving multiple
vendors and third-party suppliers. Supply chain attacks target vulnerabilities in the manufacturing,
distribution, or maintenance processes of these devices. May caused injecting malicious codes or
tamper with hardware components. Lastly, Zero-Day Exploits which target previously unknown
vulnerabilities in IoMT software or firmware. Attackers exploit before they are patched or
mitigated, making it more challenging for healthcare organizations to defend against emerging
threats. (Hui Suo 2012) (Newaz 2021) (Lee 2022) (Shancang Li 2016) (Thavavel Vaiyapuri 2021)
(Eric M. Hutchins s.d.) Moreover, the emergence of novel attack techniques, such as side-channel
attacks exploiting physical properties of medical devices, further underscores the need for
continuous adaptation of security measures.
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Table. 1. Types of cybersecurity threats

Threat Category Description
Malware Infections Malicious software designed to compromise IoMT devices, steal
sensitive data, or disrupt healthcare operations.
Unauthorized Access | Unauthorized access to IoMT devices or systems, potentially leading to
data breaches, manipulation of medical data, or interference with patient
care.
Supply Chain Attacks | Attacks targeting the supply chain of medical devices, including
tampering with components, counterfeit products, or supply chain
compromises.
Ransomware Malware that encrypts data or systems and demands ransom payments
for decryption, posing significant risks to healthcare organizations and
patient care.
Insider Threats Threats posed by authorized users with access to loMT systems,
including negligent or malicious actions leading to data breaches or
system compromise.

The following table 1 provides several kinds of cybersecurity threats that occur to IoMT systems.
Malware Infection Io0MT devices are compromised with malicious software, which results in data
leakage or loss of sensitive information, or degraded healthcare operations. These types of attacks
can cripple hospital systems or expose private medical records. It could be unauthorized access to
IoOMT devices or systems by some external party, which can lead to data breaches, manipulation of
medical data, or interference with patient care in such a manner as to endanger lives.Supply chain
attacks include the vulnerabilities within the supply chain of a medical device where threats may
tamper with constituent components, introduce counterfeit products, or otherwise compromise a
supply chain. These might lead to malfunctioning medical devices or create vulnerabilities in care
systems. Of a specific type of malware, ransomware encrypts critical data or systems and requires a
ransom for decryption. This could lead to severe disruptions in healthcare organizations, as many
times, they would require access to patient records and systems for the delivery of care, insider
threats are posed by individuals who have authorized access to IoMT systems. Such individuals
might be negligent or malicious, leading to a breach or system compromise that places patient
safety and data integrity at risk.

Fig. 1 Threat categorizing

Perception layer Application layer Network layer

Threats related to sensors, Threats targeting software Threats affecting

actuators and data collection | applications and services communication channels and
network infrastructure.

Furthermore, According to Threat categorizing Figure 1, perception layer, application layer, and
network layer. Perception layer threats refer to those affecting sensors, actuators, and data
acquisition devices in IoMT. In fact, such sensors and actuators collect data about patients and take
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necessary control decisions on medical devices. An application layer consists of threats against the
software applications and services used to handle and store medical information, and these are
widely exploited through known vulnerabilities in healthcare software. Finally, it defines the threats
that are covered at the network layer, composed of the communication channels and the
infrastructure of the network for data transmission between IoOMT devices, health providers, and
data storage; an eventual failure in any of them could affect the overall health environment and the
integrity and functionality of loMT systems.

Impacts on stakeholders.

The impact of inadequate cybersecurity in the loMT extends beyond individual devices to the
broader healthcare ecosystem. Stakeholders can be organized into a stakeholder mapping diagram
based on their involvement, influence, and interest in ensuring the security and integrity of
healthcare systems and patient data.

Table 1. Healthcare stakeholders map in the context of cybersecurity and IoMT in healthcare ecosystem

Primary stakeholders Secondary stakeholders Tertiary stakeholders
Patients Healthcare organizations Health insurance providers
IT departments \ Clinical engineering
Healthcare providers Medical device manufactures Research intuitions
Regulatory agencies Legal and  compliance
entities

Government agencies
Cybersecurity vendors

Cybersecurity incidents in IoMT environments have profound implications for stakeholders that
have indicated in the (TABLE ABOVE) within the healthcare ecosystem.

On one hand, patients, as the ultimate beneficiaries of healthcare services, are particularly
vulnerable to privacy breaches and compromised medical data. Malamas (2021) highlight the
potential consequences of data breaches on patient trust and confidence in healthcare providers (V.
Malamas 2021) (Marzyeh Ghassemi 2020). Moreover, unauthorized access to medical devices or
tampering with treatment protocols can directly impact patient safety, underscoring the criticality of
securing IoMT systems against cyber threats. In fact, compromised privacy impacts on individual’s
trust and confidence in healthcare organizations (Kelly Caine 2013). When breaches occur personal
health information will be exposed or accessed by unauthorized parties leading to identity theft,
medical fraud and emotional distress. On the other hand, Healthcare providers face operational
disruptions and reputational damage (Adil Hussain Seh 2020) in the event of a cyber-attack, as
demonstrated in the study by Mahmood (2023) (Mahmood, et al. 2023) The loss of access to critical
medical data, disruption of clinical workflows, and downtime of essential healthcare services can
have far-reaching consequences for patient care and organizational resilience. Additionally,
healthcare organizations bear the responsibility of ensuring compliance with regulatory
requirements such as HIPAA regulations mandate (Association 2024) safeguards for patients’
Protected Health Information (PHI). Non-compliance can result in legal consequences and financial

penalties. Regulatory bodies may impose sanctions for negligence or inadequate security measures.

156
JRTE©2024



J. Res. Technol. Eng. 5 (4), 2024, 152-168

Hence the providers are obliged to maintain the integrity of loMT systems. Cybersecurity breaches
impose financial burdens on costs for incident responses, data recovery, legal expenses,
cybersecurity measure and breach mitigation (Aziz Jamal 2009). Literature provides the
implications of cyberattacks targeting intellectual properties, for example, theft or compromise of
proprietary information, trade secrets and research data. These causes undermine innovation and
competitiveness for healthcare businesses and the industry (Usman Tariq 2023)

Regulatory bodies or government agencies such as Food and Drug Administration (FDA) regulate
and update medical devices’ safety and security standards, impose requirements on manufactures
and healthcare providers. (Adil Hussain Seh 2020). The stakeholder face challenges due to its
rapidly evolving nature of IoMT technologies to enforce cybersecurity regulations and standards
(Se-Ra Oh 2021), increased scrutiny, regulating IloMT devices fragmented across different agencies
depending on the specific function of the device lead to inconsistencies and loopholes in
cybersecurity requirements (ENISA is working towards a cyber secure and resilient Health Sector in
the EU s.d.), IoMT devices’ global scope in term of their difference in development and utilizing
country accountable for breaches that occur outside their home judication (Zakes 2923).

Regulatory Policies and Compliance

Regulatory frameworks play a crucial role in shaping cybersecurity practices and governance
structures for loMT deployments. Classic studies by Sadhu et al. (2022) and Alsubaei et al. (2019)
highlight the need for comprehensive regulatory policies to ensure the security and privacy of
medical data in loMT environments. Regulatory bodies such as the Food and Drug Administration
(FDA) and the European Medicines Agency (EMA) have issued guidelines and standards for
medical device manufacturers, healthcare providers, and software developers to enhance the
security of IoMT systems. Recent research by IEEE Journals & Magazine (2023) examines the
implications of regulatory compliance on healthcare organizations and the challenges of aligning
security practices with evolving standards. Compliance with regulations such as the Health
Insurance Portability and Accountability Act (HIPAA) and the General Data Protection Regulation
(GDPR) requires healthcare organizations to implement robust security controls, conduct regular
risk assessments, and maintain documentation of security measures. Moreover, the literature
emphasizes the importance of interoperability and information sharing among regulatory agencies,
industry stakeholders, and cybersecurity researchers to address the dynamic nature of cyber threats
in healthcare settings (Pintu Kumar Sadhu 2022) (Faisal Alsubaei 2019). The following table
summarizes the challenges and implications of regulatory compliance for healthcare organizations
and loMT manufacturers.

Table 2. Challenges in IoMT technology in healthcare

Challenge Implication
Evolving Standards Compliance costs, resource allocation
Interoperability Compatibility issues, data sharing concerns
Enforcement Penalties for non-compliance, legal risks
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Risk Assessment Methodologies
In the context of loMT and cybersecurity threats risk assessment is crucial for various reasons. Even
IoOMT holds immense promise for healthcare, its rapid integration exposes a critical security
vulnerability. Most IoMT devices are limited in the capability of detecting and preventing
cyberattacks themselves. Mostly because these devices often prioritize functionality and cost-
effectiveness over robust security features. Literature emphasizes the importance of effective risk
assessment and mitigation strategies as essential components of cybersecurity governance
frameworks for IoMT deployments. Malam as et al (V. Malamas 2021) discuss the importance of
robust risk assessment methodologies tailored for IoMT environments. The goal of a robust risk
assessment is to provide a structured framework for stakeholders to Identify, Prioritize and Mitigate
cybersecurity risks effectively and respond to risks proactively to minimize negative outcomes.
Firstly, this breakdown can be explored in various risk assessment approaches. (TABLE) provides
the strengths and weaknesses of each approach, along with considerations for risk mitigation
strategies and decision context.

Table 3. Risk assessment methodologies

Methodologies Description Strengths Weaknesses Applicability

QL methods Subjective Easier to | Subjective Moderate.
assessment of risk | implement. judgments may | Suitable for initial
likelihood and lack precision. | risk identification
impact. May rely on and high-level risk
expert judgement and prioritization.
experience to assess
risk. Describe the
likelihood and impact
of threats in QL terms
(Amin 2018)

QT methods Involving numerical | Provides Requires High.
values to various risk | numerical significant data | Useful for assessing
parameters like | estimates of | and expertise. | specific cyber risks
probability, impact, | risk, aiding in in loMT systems.
and exposure. prioritization

and decision
making.

Mixed Combines elements | Integrates May increase | High.

methods of both QL and QT | both the complexity | Suitable for
methodologies to | subjective and | as the | assessing
leverage their | objective integration of | cybersecurity  risks
respective  strengths | assessments QT an QL |in complex IloMT
and mitigate | for a more | components. ecosystems  where
weaknesses. thorough multiple factors
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understanding influence the risk
of risks and levels.
allows for
tailoring  to
suit the
specific needs
and
characteristics
of loMT
environments.
Vulnerability- | Focuses on | Provides Might not | Useful for
based methods | identifying detailed consider  the | identifying technical
weaknesses that | understanding | complete risk | weaknesses in loOMT
attackers can exploit. | of specific | picture alone. | systems and guiding
weaknesses patching and
and enables mitigation efforts.
targeted
remediation
effort.
Threat  based | Focuses on | Provides Might Uses to prioritize
methods identifying potential | information overlook security  controls,
threats to  loMT | about entirely new or | resource allocation
systems and | attackers and | unconventional | and incident
analyzing their | allows attack response protocols.
capabilities, organizations | techniques.
motivation and | to  prioritize
attacks. security

measures and
focus on the
most relevant
threats.

Frameworks and Mitigation Strategies

Earlier we reviewed the cybersecurity threats and challenges in the IoOMT devices. To combat these
challenges, a combination of frameworks and mitigation strategies are crucial. Frameworks provide
a structured approach to managing IoMT security risks. Karie et al. conduct a comprehensive
review of security standards and frameworks for loT-based smart environments, providing valuable
insights into the landscape of cybersecurity protocols applicable to 1o0MT systems (Nickson M.
Karie 2021). Their analysis serves as a foundation for implementing robust security measures
tailored to the unique requirements of healthcare 10T ecosystems.

2 foundation aspects for robust security measures in healthcare loMT ecosystems:
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I Leveraging existing security standards and frameworks for 10T environments.
Il. Adapting these frameworks to address the specific needs of healthcare loMT. Almost all

frameworks offer a strong foundation, loMT has unique security requirements. As we previously
seen, for example, patient data is highly sensitive, and any compromise could have severe
consequences.

Salih et al. present an 10T security risk management model tailored for the healthcare industry,
emphasizing the importance of proactive risk assessment and mitigation strategies to combat
emerging threats (Fathi I. Salih 2019). This approach underscores the necessity of aligning
cybersecurity measures with the unique operational and regulatory requirements of healthcare
organizations.

Radoglou-Grammatikis et al. propose a novel approach combining software-defined networking
and reinforcement learning for modelling, detecting, and mitigating threats against industrial
healthcare systems (Panagiotis Radoglou-Grammatikis 2022). By leveraging advanced
technologies, this framework enhances the resilience of loMT infrastructures against evolving cyber
threats.

Y\
Framewor / \
Kk core Framework Framework i
« Identify categories profiles 4 Framevwork tiers N
« Protect and sub Create Provides a mechanism to access and
« Detect catego_ries customized improve their cybersec_urity risk
. Respond Spe(:lﬁc prﬁle_s that aligﬂ management practices.
R p guidance on with their Range from Partial (T1)to adaptive(T4)
ecover cybersecutiry objectives, risk and reflect the maturity of the
activities and appetite and cybersecurity program. J
controls requirements.
__ J\ I\ /

Fig. 1 NIST framework.

National Institute of Standards and Technology (NIST) is a flexible framework that offers a
high-level structure for identifying, protecting, detecting, responding to and recovering from
cybersecurity incidents. In a regional context, Kandasamy et al. analyze cyberattacks in Asian
organizations, offering perspectives from the NIST to enhance cybersecurity posture in healthcare
settings (Kamalanathan Kandasamy 2022). Their study underscores the importance of adopting
international best practices to mitigate cyber risks effectively. It is a voluntary and not mandatory
for compliance. Healthcare organizations can choose to adopt it based on their cybersecurity
requirements and objectives. The framework is built on a risk-based approach.
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Risk Assessment Model for healthcare Associations (RAMA), a solution specifically designed
for healthcare organizations. It provides a systematic approach to identify, prioritize and mitigate
cybersecurity risks associated with 1o0MT and healthcare IT systems. And compared to NIST this
model is tailored for healthcare instead for general purposes. Smylie et al. (Michail Smyrlis 2024)
introduce RAMA, this framework enables healthcare institutions to proactively manage threats and
safeguard patient data effectively.

Risk based prioritization framework (RBPF)

In addressing cybersecurity challenges within the realm of Internet of Medical Things (IoMT)
security in healthcare, a crucial aspect lies in the development and application of a robust risk-based
prioritization framework. This framework serves as a strategic tool for healthcare organizations to
effectively allocate resources towards mitigating the most critical vulnerabilities and threats. As
emphasized by (Mahmood, et al. 2023), such a framework involves assessing the likelihood and
impact of potential threats, thereby enabling informed decision-making in resource allocation and
risk mitigation efforts.

Table 5. RBPF components.

Stage Activity
Risk Identification | Review security assessments and penetration testing reports.
Consult threat intelligence feeds to understand current cyber threats in
healthcare systems.
Analyze the capabilities and motivations of potential attackers.
Risk Assessment | Evaluate each risk based on Likelihood and Impact on
- Patient safety
- Data privacy
- Financial losses
- Reputational damage
Risk Prioritization | Assign a priority level (High, Medium, Low) to each risk.
Risk Mitigation Select and implement appropriate mitigation strategies.

Cybersecurity Mitigation strategies for loMT based on Risk-based prioritization framework.
A risk-based prioritization framework helps guide the selection and implementation of
Cybersecurity mitigation strategies for loMT based on their potential impact and likelihood.

Risk assessment and prioritization: using RBPF to identify and assess potential threats and
vulnerabilities associated with 1oMT devices and systems. By conducting a comprehensive risk
assessment to identify vulnerabilities and threats specific to loMT devices. Prioritize risks based on
their likelihood and impact in healthcare such as patient safety, data privacy, financial loses and
reputational damages etc. Targeted mitigation strategies based on risk level: once risks are
prioritized, appropriate mitigation strategies are selected. For instance,
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Here are the explain about RBPF example analysis in loMT healthcare system

High risk - Implement robust mitigation strategies with minimal tradeoffs for high priority risks.
Patching critical vulnerabilities, Network segmentation, segmenting the network to isolate loMT
devices from the critical systems lead to limiting the impact of breach and prevents lateral
movement by attackers. Encrypting sensitive data at storage and transmission. That ensures end-to
end encryption to protect patient information.

Medium risk - Implement a balanced approach for medium priority risks, considering
effectiveness, cost and impact on device functionality. Enforce least privilege access control for user
accounts.

Low risk - Consider cost-effective mitigation strategies or monitor the risk for potential changes.
By keeping IoMT device firmware and software up to date. Regularly Apply security patches to
address known vulnerabilities

Continuous monitoring and improvement: regularly monitoring loMT systems and network activity
for new vulnerabilities and threats. And re-evaluate risks based on new information and adjust
mitigation strategies as needed to maintain a robust security posture.

RBPF based mitigation strategy selection prioritizes security investments towards the most critical
threats, optimizing resource utilization, implementing the most impact mitigation strategies based
on the risk level and improve the IloMT security posture. Furthermore, it can be more effective and
comprehensive if the RBPF combines with roader security frameworks like NIST we discussed
before.

Integrating threat intelligence to stay updated on the evolving cyber threat landscape also be a
practical aspect for better functioning.

Technical controls-

integrating security measures Vulnerability maagement- Access control- restrict
‘into the design and regular vulnerability access to IoMT devices
development of ToMT scanning and patch based onroles and
devices management. permissions.

- o Privacy reservation-
Behaviour monitoring-

deploy Intrusion Detection Vendor asessment- choose minimize the data collection
Systems to monitor ToMT reputable vendors who and ensure patient privacy
device behaviour for signs of prioritize security and by collecting only necessary
: provide timely update. data and anonimize it

compromise. :
P whenerver possible.

Fig. 3 Cybersecurity mitigation strategies
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Security Model for Internet of Medical Things

The security model (Figer 4) for IoMT necessitates a comprehensive approach that integrates
various security measures to safeguard the integrity and confidentiality of patient data amidst
evolving cyber threats. Drawing from the insights provided by (Mahmood, et al. 2023), security
model entails the implementation of advanced security architectures tailored specifically for the
unique requirements of loMT systems. These architectures encompass encryption protocols, access
control mechanisms, intrusion detection systems, and secure communication protocols, among
others, to fortify the defense against unauthorized access and data breaches. And the literature
underscores the imperative for healthcare organizations to adopt proactive risk management
strategies and robust security models to mitigate the multifaceted cybersecurity threats posed to
IoMT systems in healthcare. By leveraging insights from advanced technologies, collaborative
frameworks, and international best practices, healthcare organizations can bolster their
cybersecurity posture and uphold the integrity and confidentiality of patient data in an increasingly
interconnected healthcare landscape.

Conduct Risk Assesment
Identify security risks
Identify Risk

Access control authorization

Access control )
authorization T Ensure Security Stretegy
Involve all stakeholders

Imp

lement measures
and threat detection
] leme licies
RS Procedures

Continuously monitor

Regularly update the
security framework

Conduct periodic
security audits

oo of Provide training and
education
¥ Ensure stakeholders
and responsibilities
N Encourage awarness culture
security and practices
Establish incident
response protocols

Develop, implement

Monitor and update
the security framework

Train and educate
stakeholders

incident response protocols

Encourage awarness culture
security and practices

Continuously assess
& Improvement

)— Stay up-to-date

Ensure security framework
Involvement

Continuously improve
the security framework

Fig. 4 The security model for internet of medical things

163
JRTE©2024



J. Res. Technol. Eng. 5 (4), 2024, 152-168

Future research

While the literature on cybersecurity implications for the Internet of Medical Things (IoMT) has
expanded considerably in recent years, there are still significant gaps and areas for future research.
Despite the growing recognition of 1o0MT security challenges, there remains a need for further
exploration and innovation to address the evolving threat landscape and ensure the resilience of
healthcare systems. Despite the interdisciplinary nature of IoMT cybersecurity, there is a notable
lack of collaboration between cybersecurity experts, healthcare professionals, and policymakers.
Future research should focus on fostering greater collaboration and knowledge exchange among
these stakeholders to develop holistic approaches to IoMT security. The integration of emerging
technologies such as artificial intelligence (Al) for threat detection in the context of cybersecurity
for loMT for example, Al driven anomaly detection, deep learning for intrusion detection, machine
learning, Al for cybersecurity decision support, real-time adaptive cyber defines. and blockchain
introduces new opportunities and challenges for Io0MT security. Research is needed to explore the
potential applications of Al in threat detection and anomaly identification within loMT ecosystems,
as well as the feasibility and effectiveness of blockchain-based solutions for securing medical data
and transactions. Moreover, with the increasing volume and complexity of medical data generated
by IoMT devices, preserving patient privacy becomes paramount. Future research should
investigate advanced encryption techniques, differential privacy mechanisms, and secure multiparty
computation protocols to protect sensitive medical information while enabling data sharing and
analysis for research and clinical purposes. The supply chain for medical devices is susceptible to
various cybersecurity risks, including counterfeit components, tampering, and supply chain attacks.
Research is needed to develop robust supply chain security measures, such as blockchain-based
traceability solutions, secure boot mechanisms, and supply chain risk management frameworks, to
ensure the integrity and authenticity of IoMT devices throughout their lifecycle. Regulatory
compliance with existing standards and regulations is essential for ensuring the security and privacy
of loMT deployments. However, the regulatory landscape for IoMT security is still evolving, with
gaps and inconsistencies across different jurisdictions. Future research should focus on harmonizing
regulatory frameworks, evaluating the effectiveness of existing regulations in addressing emerging
threats, and developing guidelines for regulatory compliance in IoMT environments.

Conclusion

In conclusion, loMT cybersecurity is a complex and constantly evolving domain, where the type of
threats will span from traditional vulnerabilities to risks that will rise accordingly with the increase
in the number of connected devices. The review underlined the decisive impact of cybersecurity
incidents on the stakeholders involved in healthcare and assured that active countermeasures will be
required for the security of loMT systems. In addition, among the identified research gaps, there
were those that needed an interdisciplinary approach in research explorations for the emerging
technologies. This will help healthcare organizations focus their mitigation strategies by applying
RBPF to high-risk areas with a view to better protection of patient data and healthcare operations.
Further innovation and collaboration will be needed to make deployments of loMT more secure and
resilient.
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